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OUTLINE

O INTRODUCTION
Tasks/problems & possible applications.
Non-locality test (without any inequality).
© OUR WORKS:
Detection of true multipartite entanglement.
DI-Quantum Key Distribution with measurement inputs.
Quantum Digital Signatures.
DI Quantum Liar Detection & Byzantine Agreement.
DI Quantum Random Number Generator, etc.



Tasks/Problems -
b 1%1
Let H = H; ® H,; n x m dim. Hilber space. (zl) ®( 1) = (albz)
2

b2 ay by
ay by

Hilbert Space: I—Il H-, H=H, ®H,
1,2,..
Orthonormal basis: {|n;), {|x])2} _. [|ﬂ1)1 X |}(])2};f 12":
j=12,..m
Any |);, € H can be expressed as Z a;; |TH)1‘X})2
i=1,2,.n

Product state: [{);; = [n); @ [X)-
Entangled state: |L|j>12 —= |n)1 0% |X>2 [A key feature, exists in

quantum correlations.]



Tasks/Problems cont...
Consider a system H = H{®H,®... ®H,; Dim.(H)=4d;.d,..d,

W) € H is called:
i) fully product if, |[¥) = [n)11x)2 ... |e)y

ii) bi-separable/product if, |¥) = [0)k[E)z K< {1,2,..,n)
iii) genuine entangled if, |[¥) # |$)k|E) &

E.g.:a|0),]0),...]0), + B|1){]|1), ...|1), is genuinely entangled.

Problems:
General witness for bi-separable & genuine entangled states.

Non-classicality & monogamous characteristics of |¥) € H



Applications

Provides secure quantum protocols for various cryptographic &
communication tasks. E.g.,
Key distribution
Digital signatures
Secret sharing
Byzantine agreement
Random number generator
Oblivious transfer
Dining cryptographers
Anonymous veto etc.
Quantum algorithms & computation.

Quantum simulation & metrology, etc.



Hardy’s Paradox [L. Hardy PRL 1992]

U;/Dq U, /D,
[ [ P(+, +
P(+, +
A B P(+, +
! ! P(=, —
+1 +1

U,U,) =q> 0
Uy, D,) =0
D,,U,) =0
D,,D,) =0

— P(a,b|X,Y) is the joint probability of
getting the outcome (a,b) for the given

input (X,Y).

This set of conditions cannot be satisfied by any Local-
Realistic (LR) Theory (Classical Theory).



HARDY’S PARADOX & QM
P(a,b|X,Y) = [{W|(|X = a)|Y = b))|? for the quantum state |s) .

|X = a) is the eigenstate corresponding to the eigenvalue a.

P(+,+|U,U,)=q>0 |¢y) =1|U; =+1)|U, = +1)
P(+,+|U;,D,) =0 ¢s3) = |U; = +1)|D, = +1)
P(+,+[D,Up) =0 ¢,) = |D; = +1)|U, = +1)
P(— —|D4,D3) =0 b,) =|D, = —=1)|D, = —1)

Let [D; = +1) = aj|U; = +1) + b;|U; = —1),j = 1,2; with |a|* + |b;|" = 1&0 < |a;| < 1.
[d1), |P2), |P3), [$s) are linearly independent.
IfS = {|¢1), |P2), |¢3)}, then dim(S) = 3.
Hardy state |¥).LS & dim(H, &® Hg) = 2 x 2.

= |W¥) is unique [Ref. G Kar, PLA 97].



HARDY STATE

(1) = [D; = —1)|D; = =1) |¢3) = |U; = +1)|D, = +1)
|p2) = [D; = +1D)U, = +1)  |¢p,) = |U; = +1)|U, = +1)

By Gram-Schmidt orthogonalization procedure
|¢1) — |¢1>;
N — YLl N D
oy = 19— Zn@leale)
. , 2
M=

.. Hardy state |¥) = |¢,)




PROBABILITY OF SUCCESS

|a1az|2|b1bz|2
1 —lajay|?
5v5 — 11
[ts maximum is > = (.09, where |a,]| = |a,| = ‘/?
U =U,&Dy = D.,.

Probability of Success q = [(W|d4)|* =

For g=0.09 (max.), associated Hardy state |{)is device-
independent [Rabelo et al. PRL 2012].

54511

For q,,. = > the stateis equivalentto [/ ,.x )12 @ [171:2: )-




NON-LOCALITY TEST FOR GENUINE ENTANGLEMENT.
Consider a system H = H;®H,®... ®H,; Dim.(H) =d,.d, ...d,

/Dy Uy/D, U, /D,
| |
2 [l
1,2,0.,d;  1,2,..,d, 12, d.

p(11..1|D,D, ..D,)) =0
P(a,1|DyUyy1) =0 a, # 1
p(11..1|U,U, ..U,) =g >0
Again cannot be satisfied by any LR theory
Also, states of the form |p)x X [€)%; K< {1,2 ...,n} cannot.

That is, only genuine entangled states can satisfy.
[Rahaman et al., Phys. Rev. A 2014]



Proof: If is P not a genuine entangled state then all joint
probabilities can be expressed as,

Pp(x1x2 "'xn|X1X2 "'Xn} — z pm@(x1x2 "'xm|X1XE "'Xm)R(xm+ "'xn|Xm+1 Xn)

I

P,(11..1|U,U, ..U,) > 0 implies, for some m € {mj,
Q(11..1|U,U, .. U,) R(11..1|U,,,U.., ..U,) = q' > 0,

Middle conditions: Q(a,, # 1|D,)R(1|U,+4) = 0 & R(a, # 1/|D,)Q(1|U,y) = 0.

v R(1|U,41) # 0,50 Q(a,, # 1|D,,) = 0.Thus,Q(1|D,,,) = 1.

fQayxg X [ XX X)) = Q1(x4%g Xy [ X1 X X 1) QX [ X))
Also middle conditions giveus,Q'(a,,_; # 1|D,,_1)Q,,(1|/U,,) = 0.

Again! Qm(llum) > 0,s0 Qr(am 2 1|Dm—1)i- c., Qf(llnm—l) =1

Proceeding like this we show that Q fully factorizes.



Following the same steps, we can show that R is fully
factorized with the help of R(a, # 1|D,)Q(1|U;) =0

Thus the state representing the considered term is fully
factorizable.

Such states admit local hidden variable models, and as such
cannot satisfy the mentioned set of joint probability conditions
for g’> 0.



10..

For qubits system:Dim. (H) =2x2x..x2

1)

...0)

P(11..1|D,D, ..D,) = 0: |¢_) = |D; = 1)|D, = 2} ...|D,, =
P(arllDrUr+'l) =0; |¢kr) =|..) D = 2)|Uyiq = 1) ...
P(11 .. 1|UU, .. U,) = q: |¢.) = |U, = D|U, = 1) ...|U
Define a new basis: [00...0...0) = |¢4),
1
|00...0110...0)=E[|¢k(0 ..... 0,+;,0,..., 0)) —aylep)].V I,
0...01,0...01,,0...0) = Wﬂqﬁk(o 5,0, 4+,0,...,0, 4+, .0, ..., 0)) — o, |@L)
[ Pm
— B, 100...01,0...0) —;5,,100...01,,0...0)],Y{ #m
1
.01,0...01,,0...01,0...0) = BB [l (O, ..., 0,+,,0,...,0,+,.,0,...,0, +4,0, ...,0))
— o | Py ) — y, Br100...01,0...0)
— 0B |00...01,0...0) — B,y |00...01;0...0)
— ;B Br|00...01,,0...01,0...0)
— B Bel00...01,0...01,0...0) — BiBnasl00...01,0...01,0...0),
YIi£m#Ak#£I, ...
(_ )N N N
1) = g0} = [ T187 | 164) +(=D' D of H B; | 100..
]_[t lat j=1 i=1 Jj=L,j#i
N
+(=D Y off ]_[ Bt | 100.. ..01,0...0)
i1=1,i#l j=1,j#i,1

N
He H (DY B

j=1

(

N

[T

i=Li#j

a,*) 11...10]-1...1)”,

where [+); = a;10); + B;|1);, and |=); = B¥|0); — at|1);

)
1)



For qubits system: Dim.(H) =2x2x ..x2
P(11..1|D;D, ...D,) = 0; |¢p_) = |D, = 1)|D, = 2) ...|D,, = 1)

P(arllDTUr+1) =0; |¢kr) = ..} D = 20Uy = 1) . |.0)
P(11..1{U U, .. U,) = q; |¢4) = Uy = DU, = 1) ... |U,, = 1)

Let S1 = {| ¢«,)}

[p—) L {51} and [o-) L]o4).

S| o4) E {51}

b e, o i8] = PPB

dim. 2™-2
S, = {16, )}

Define: S = {|¢_)} U Ss.
| o) € Ss, 5. dim.(Sy) =27 — 1.
To satisfy Hardy conditions: | 1)) I S,.

Sz = {|9)}US4

Hardy state [¥)is unique & genuinely entangled
[Rahaman et al., Phys. Rev. A 2014]




Relaxed Hardy type test for genuine multiparty
entangled states

P(11..1|D1D; ..Dy) =0
P(1..-1..1|U;..D, ..Uy) =0
P(1.1..1..1|U; ..D; .. D; ...Uy) = q

Only genuine multiparty entangled states can satisfy

[S. S. Bhattacharya, A. Roy, A. Mukherjee & R. Rahaman, Phys. Rev. A, 92,
012111 (2015)]



KEY DISTRIBUTION PROTOCOL



Private key cryptography

M=10110010 M
&,
~ E=11010001

C=01100011 C=01100011
Alice @
D=11010001

M=10110010
Difficulties in Private Key

* The key bits cannot be reused for any future protocol.

* Key bits must be delivered in advance, guarded
assiduously until used.



Public key cryptosystems-
* W. Diffie and M. Hellman (1976).
* R. Rivest, A. Shamir and L. Adleman (1978) [RSA].

Possible attacks:

* |f you able to factor n.
— Security based on computational hardness
— Can be broken by guantum computers!

Possible Solution:-
* Quantum cryptography
— Security based on Laws of Physics




DI-QKD PROTOCOL [Rahaman et al. PRA 92, 062304
(2015)]

v
Alice & Bob share many O|>

copies of Hardy State.

E

the basis chosen
randomly from {U,D}.

! !
Measures own qubits in 0 @
v
+1

H |
p—



DI-QKD [Rahaman et al. PRA 2015] CONT...

Remember Hardy’s Paradox

Since, (Y|(|D; = +1)|D, = +1)) # 0
For [{); P(+,+|D4,D,) > 0.

Thus, P(+,+|U,,U,) > 0
& P(+,+|D;,D,) > 0.

P(+, +
P(+, +
P(+, +
P(—, —

U;,U,)=q>0
Uy, D) =0
D;,U,) =0
D{,D,) =0

\ For (+,+) outcome local inputs are correlated
[(U,U) or (D,D)].

Key assigh: U - 0&D — 1.

For g=0.09 (max.), associated Hardy state |\¥) is device-
independent [Rabelo et al. PRL 2012].

® Our QKD also DI in this case.



DIGITAL SIGNATURES (DS)
PROBLEM



Digital signature (DS)

O DS allows to send authentic message(s) from one sender
to multiple recipients.

O In a DS the known sender cannot deny having sent the
message.

O Also, the message was not altered in transit.

Mg

mA=mB
Verifiabl

Classical DS\schemes offer secufity relying on

unproven\computational asgumptions
[E.g., RSA, ElGampal & Standard DSA signatures schemes].




QUANTUM DIGITAL
SIGNATURES(QDS) PROTOCOL



Existing QDS schemes

O In 2001, Gottesman & Chuang, arXiv:quant-ph/0105032.

O Experimental demonstration with coherent states:
(i) E. Andersson et. al., PRA 2006.
(ii) P. J. Clarke et. al., Nature Com. 2012.

O QDS schemes without Quantum Memory:
(i) V. Dunjko et. al., PRL 2014.
(ii) R. J. Collins et. al., PRL 2014.



THREE QUBITS HARDY PARADOX

Consider a system H=H,® H, ® H,
Dim.(H)=2x2x2-8

U1,/D1 Uz’/Dz Us/Ds3
! ! }
1 2 3
! ! !
0/1 0/1 0/1

P(000|U,U,U3) =q >0
P(00|U;D;) =0 i+]j
P(111|D,D,D3) =0

Again cannot be satisfied by any LR
theory



For 3-qubits system: Dim.(H)=2x2x2=8.
Let us assign:
P(000|U,U,U3) =q |¢$,)=10)/0)]0)
P(00|UD;) =0 [¢y,) = |..)]0,)|0})
P(111|D{D;D3) =0 [¢_) = [1)[1')[1')

Let S, = {\dy, } U (1.}
Thendim.(5,) =2° -1

Hardy |W)LS,

state | |
Hardy state |®@% is unique & genuinely

entangled
[ Rahaman et al., Phys. Rev. A 2014].




3-QUBIT HARDY STATE

P(000|U,U,Us3) = q >0
PrObablhty of success aq- 0.0181938. P(OolUiDi) =0 i+#]j

P(111|D{D,D3) = 0

In this case also. U,z U, =z U, =z U&
Di=zD,=D;=D

Hardy State: |¥) = c,[000) + ¢, P[|001)] + ¢, P[|011)] + c3|111)

_ lalP1B? _ Blafipl | Blal® | B1lal
-8 1 J1-ja® % 1Bl 1—lal® IE

0°) = a|0) + BI1) & |1') = B7|0) — a”|1)

Device Independent Hardy Test (3-qubit):-

For g= 0.0181938, state is equivalent to ) 153 =V ax Y123 ® |y )-



Quantum digital signatures protocol

* S1. Distribution of resources: ‘A’ prepares and shares a
large number of 3-qubits Hardy state |{) with B and C.

[®) = ¢,]|000) + ¢, P[|001)] + ¢, P[|011)] + ¢5|111)

o PP _ Blatlel | _ Bal® | 1-lal®
07 Vimlal® Tt T Jaslals TR T p1-las” 3 T 1813

0") = al0) + B]1) & [1') = B7|0) — a”|1)



S2. Actions: (i) A measures all his qubits in the message basis he want to

convey. [U for m=0and D for m=1].

v

P(000|UUU)=q
P(00|UD)=0
P(111/DDD)=0

(ii)) B(C) measures all his qubits in
random basis U/D.

(iii) A sends the list of runs to B
& C when a,=0.

(iv) B sends the list of runs to C
when ag=0.

They discards the runs when
A gets outcome 1.



P(000[UUU)=q  P(00|DD)>0

P(00]UD)=0 P(00|UU)>0
u/D P(L1IDDD)=0 1, 0 g

P(00|UD)=0

B can easily figure out the
message basis [m] of A with
help of Hardy’s conditions.

U/D  C can also easily

| verify B’s claim with
/| B help of Hardy’s

| conditions.




LIAR DETECTION (LD)
PROBLEM



Liar Detection

‘C’ receives agnessage from Aun two different paths:

(i) Directly 3 A [mess

AC:I

®

‘ If m,. [ mg.

Quantum solution exists: A. Cabello, PRL

2002, PRA 2003

/o NG

(ii) Via B [mes m

mAC

A

mAB




Quantum solution for Liar Detection (QLD) Problem

 S1.Distribution of resources:

(i) ‘C’ shares a large number (6N ) of maximally entangled

states 1
D7) = ,—-i[lﬂﬂ}+ jutu*)]
\

(ii) Conversion from |®¥) to |Y#) between ‘Cand A’ and
‘Cand B'.

| 1
'l - 112 + H 4 (!
(Ur R I )| _”)L_| o )12 - E| u)f__| W )12 - E| u >f.‘| (1) )1‘21
HHY — o
L'T =T i (i I - ® | - £
+ao1 (| uh| -u.i‘|)2 +)| -u.J‘)[:I [u}il)l +>j.'11| u™ )| u™)a, ¥) = iufue) = sl u) +2hlu"0) = o)
Ul uu) = zgo| uu) + zo1| vut) + x5y |utu) + x5, | u-u™),

Uluu™) = zoy | uu) + x| uu™) — 50| u™u) — x5, | utu™)



Quantum solution for Liar Detection (QLD)

* S1.Distribution of resources:
(iii) Conversion from |®¥) to |¢¥*) between ‘A and B’.
C applies a two outcome joint measurement {M, I-M} on

her two qubits. pH ™) (pH

) = aho| uu) + gy (|uu™) + |utu)) + 2], | utu’).

| W H*

. - N N | g _ |
(M @I%%)| &) 15| BT )3y = §|'¢’H Y13 @ [0 )as.

(iv) ‘C’ prepares a list Lg ={(j, , k, )ag }',-1 TOr ‘B’ and sends to
him.

Neither B nor C reveal the inform of L; to A.



After a successful distribution of qubits

|qJH)v: (lv £ jv)ab

A B

each party shares ~N copies of Hardy state with others.




QLD Protocol.............

S2. Actions on qubits distributed by C :

(i) Action by ‘A”: A measures all his qubits in the
message basis he want to convey.

[Measurement U for the message m=0 and D for m=1].
(ii) Action by ‘B’: (a) B measures qubits of Lgin
random bases U/D.

B can easily figure out the message basis [m,g | of A by comparing
his measurement data and the results of A with Hardy’s conditions.

(b) B measures rest of his qubits in the message basis and sends

the results to C.



QLD Protocol............
[S2. Actions on qubits distributed by C]

(iii) Action by ‘C’: C measures all his qubits in the
random bases U/D.
(a) ‘C’ can easily figure out the message basis [m,. | of A by
comparing his measurement data and the results of A with
Hardy’s conditions.
(b) Similarly, ‘C’ can find out the message basis [mg. | of B
with comparing the data and Hardy's conditions.

P(11|D,D,)=0
P(00| DU,)=0
P(00|U,D,)=0
PO0|UU,)=g>0




Byzantine Agreement (BA)



Generals of the Byzantine Army communicating with each other

If m_=m,, all are loyal.

The generals must reach a consensus among themselves whether
to attack or retreat based on the messages exchanged.

But some generals can be traitors; they may send conflicting
messages to the other generals.



Byzantine Agreement

The solution to the problem must allow

* (i) all the loyal generals to agree upon a
common plan of action.

* (ii) if the commanding general (A) is loyal then
all the loyal generals must obey the order
(s)he sends.

* No Classical solution [Fitzi et. al. CRYPTO 2001]



QUANTUM RANDOM NUMBER
GENERATION



Randomness of a measurement’s outcomes:
Ug/Dg Up/Dpg

Randomness of the measurement

. | |
outcomes (a,b) for the inputs (x,y)
estimated by the min-entropy function B
[R. Koenig et al., IEEE Trans. Inf. Theory, 09] ! J

He(a,blx,y) = —log,[Max,, ,)P(a, b|x,y)] 0/1 0/1
Ux0 & D*1

Device-independent Case: Used semidefinite programming (SDP)
Minimize: Maxg, p1P(a, b|Uy, Ug)

Subject to: Agarday = [Ajj] 2 0,  where A = Tr(EiTE]-p)

P(OJO UAJ UB) — 0; Eil E] € {I,Aalx, Bbly'AaIXBny}
P(0,1|D,,Ug) = 0,

P(1,0|U,, Ug) = 0, POVM {Ao|x, A1jx}-X € {Us, Da}
P(0,0|Dy,Dg) = PHardy-



H_(a,b]0,0)

A lower bound on min-entropyH. (a, b|0,0)
as a function of Hardy’s parameterq = PHardy-

1.4

1.2}

P(0,0 UA, UB) — 0,
il | P(0,1|Dy, Ug) = 0,
0.8 1 P(1,0|U,,Ug) =0,
P(0,0|Dy, D) = PHardy-

0 1 1 1 1 1 1 1 1 1
0 0.01 0.02 0.03 0.04 005 006 0.07 008 0.09 0.1
pHardy

Maximal randomness can reach up to 1.35 if the corresponding
Hardy probability obtains its maximal value.



Noisy Case: A lower bound on min-entropyH. (a, b|0,0)

&

as a function noise parameter °=.

1.6

1.55F

1.5¢

H (a,b|x=0,y=0)

1.451

141

SDP Scheme

Minimize: Max, ,)P(a, b|U,, Ug)
Subject to: ApoisyHardy = 0,
P(0,0|U,s, Ug) <,
P(O,llDA, UB) <€
P(1,0[U,, Ug) <,
P(0,0|Dy,Dg) = q = 3e.

0 0.05 0.1 0.15 0.2 0.25 0.3 0.35

Noisy Hardy parameter €

&

Maximal randomness can reach up to 1.58 for °¢°=0.333.



Cabello scenario: A lower bound on min-entropy

1.6

1.4}

SDP Scheme al

Minimize: Max, p1P(a, b|Uu, Ug)
SUbjeCt tO:ACabello - [Aij] = 0,
P(0,1|D4, Ug) =0,

P(1,0|U,, Ug) = O,
P(0,0|Da,Dg) — P(0,0|U,, Ug) = p.

0.8

H_(a,b|x=0,y=0)

0.6

0.2

0 | 1 1 1 1
0 0.02 0.04 0.06 0.08 0.1 0.12

pCabello

Maximal randomness can reach up to 1.56 when Cabello
parameter (p) reaches its maximal value 0.10784.



Semi-Device Independent scenario

0.7

0.6

SDP Scheme 0.5}

Minimize: Max, ,P(b|U,, a, Up)
Subject tO:ACabeIlo = [Al]] > 0,
P(0,1|D,,Ug) =0,
P(1,0|U,, Ug) = O,

1
P(alx) = P(alx,y) = 5 XE {U,D},
P(0,0[Da,Dg) — P(0,0[U,s, Ug) = p.

0.4

H_(b]0,a,0)

0.3

0.2

0.1

0

0 0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09
pCab(=:llo

Maximal randomness can reach up to 0.68. Other existing
protocols can generate a maximum 0.23 bit randomness.



CONCLUSIONS

O Proposed generalized Hardy type test for detection of
multiparty entanglement.

O Based on Hardy correlations, we have proposed Device-
Independent quantum protocols for

" Key Distribution.

" Liar Detection & Byzantine Agreement
" Random Number Generator

" Quantum Digital Signatures etc.
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